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1. Legal Requirements, Definitions & Terminology : 

This document serves to ensure the protection of the North West Musikon and all users making 
use of the North West Musikon’s Information and Communication facilities in all its facets. 
It is imperative that all users familiarize themselves with the contents of this document. 

Abbreviations and terminology used in this document: 

 
- ECT Act: Electronic Communications and Transactions Act. 
- NWM: North West Musikon 
-NWMICT Policy: North West Musikon Information and Communications Technology 
Policy (this document). 
- SGB: School Governing Body 
- Users: All North West Musikon staff, pupils and SGB. 
- NWM Network: North West Musikon collection of network computers. 

2. Introduction : 

This policy document sets out the school’s aim, principles and strategies for the delivery of 
Information and Communication Technology. This policy was developed in 2016 by the North 
West Musikon Facilities & Assets Committee. It was formally adopted & implemented by the 
NWM SGB on ____________________________ 

3. The NW Musikon & ICTs : 

The North West Musikon, as an institution that provides a specialized focus on the development 
of talent, utilizes ICT’s in a more unconventional manner than the Ordinary Public School. ICT’s 
form a crucial part of the NW Musikon’s operational structure, with the balance shifted from 
student based usage to educator\staff usage. 

On the Education front, ICT’s provide both the Educator and the learner with access to further 
resources to facilitate a better learning environment. 

4. Access to ICTs: 

The NW Musikon possesses an array of workstation computers occupied by staff-members. 
These personal computers are single user environments used for the day to day operation of the 
school. The school’s staffroom is equipped with a multi-user personal computer workstation. The 
function of the workstation is to provide educators with access to a personal computer equipped 
with internet access to facilitate lesson planning, research etc. The school’s dedicated music 
arranging station is equipped with one multi-user personal computer wokstation with a MIDI input 
peripheral device attached. This workstation in not connected to the NWM Network or internet. 

All computers in the North West Musikon are connected securely via the North West Musikon 
Local Area Network, wirelessly. Internet functionality in provided from a central WIFI router 
located in the NW Musikon’s Administration Office. Access to the NW Musikon’s Network is 
restricted by means of a WIFI Protected Access 2-Pre-Shared Key WPA2-SK.  
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5. Security Governing ICTs: 

 

All employees of the North West Musikon have the priority to ensure both an optimal and safe 
learning environment for all students\learners. This includes the restriction of access to content 
that is malicious, offensive or intended to inflict harm.  

Restriction to the North West Musikon’s Network of ICTs is protected by means of a secure WIFI 
Protected Access 2-Pre-Shared Key WPA2-SK. All educators are fully informed as to their 
responsibility in upholding the cyber security. 

Under no circumstances are students permitted to access the NW Musikon digital network. 

Learner access to any and all personal computer workstations are strongly prohibited, unless 
under active supervision of an Educator.  

The North West Musikon has the following security systems in place: 

5.1. Username and password’s 
Access to all workstations are protected by means of a Username & password system. 
This security feature requires the input of both an alphanumeric username and password 
to grant access to the personal computer workstation. 

 

5.2  WIFI Protected Access 2-Pre Shared Key 
Access to the North West Musikon’s Network is protected by means of a WPA2-SK key. 
This key is only know to management and Administration. Under no circumstance may 
this key be circulated. 

5.3 Anti-Virus Software: 
Anti-virus systems are set up on all desktop and server computers to safeguard data 
against unauthorised access or damage. 

 

6. Cyber Crimes: 

 

The following was taken from the Electronic Communications and Transactions Bill of South 
Africa: 

6.1. Definition 
Cyber crimes are committed when the actions of a person who, after taking note of any 
data, becomes aware of the fact that he or she is not authorised to access that data, and 
still continues to access that data. 

6.2. Unauthorized access to, interception of or interference with data 
According to the Interception and Monitoring Prohibition Act, 1992 (Act No. 127 of 1992), 
a person is guilty of an offence when: 
-He or she intentionally accesses or intercepts any data without authority or permission to 
do so, 
-A person who intentionally and without authority to do so, interferes with data in a way 
which causes such data to be modified, destroyed or otherwise rendered ineffective, 
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· A person unlawfully produces, sells, offers to sell, procures for use, designs, adapts for 
use, distributes or possesses any device, including a computer program, which is 
designed primarily to overcome security measures for the protection of data, or performs 
any of these acts with regard to a password, access code or any other similar kind of 
data with the intent to unlawfully utilize such item to contravene this section, 
· A person who utilizes any device or computer programme in order to unlawfully 
overcome security measures designed to protect such data or access thereto, 
· A person who commits any action described in this section with the intent to unlawfully 
interfere with access to an information system so as to constitute a denial, including a 
partial denial, of service to legitimate users is guilty of an offence. 

6.3. Computer related extortion, fraud and forgery 
A person who performs any of the acts described in section 6.2 for the purpose of 
obtaining any unlawful advantage by causing fake data to be produced with the intent 
that it be considered or acted upon as if it were authentic, is guilty of an offence. 

6.4. Attempting, aiding and abetting 
Any person who aids and abets someone to commit any of the offences referred to in the 
sections above is guilty of an offence and is liable on conviction. 

 

7. Password Construction & Management: 

 

To assure a secure password creation, passwords should have at least 4 characters. Due to the 
nature of illegal processes used to gain to resources, it is also recommended that Passwords be 
handled in the following way; 
- Passwords should contain one or more capital letters; 
- Passwords should contain one or more numerical letters; 
- Passwords should be non-dictionary words. 
- Passwords must be kept confidential. 

 

8. Access & Utilization of the Internet: 

 

The use of the North West Musikon’s facilities for Internet browsing by employees is allowed, but 
the privilege may be revoked if misused. Misuse may include: 

 
8.1) Browsing of inappropriate sites (sites that contain hacking, pornographic, racially 
discriminating, sexually discriminating or generally offensive materials) which may lead to 
further disciplinary action;  

 
8.2) Using the internet to promote personal business or financial gain; 

 
8.3) Downloading unnecessary materials can cause restrictions on bandwidth availability, 
so please use sparingly. 
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To ensure optimal security in all its facets, the NW Musikon strongly prohibits access to the 
internet to the general public. 

 
 

9.   Electronic Mail & Governance:   

 

All employees who access third party email websites should keep the following in mind: 

9.1. Legal recognition of electronic data messages 
The law states that information has legal force and effect if it is wholly or partly in the form 
of a data message. This means that email must be handled in the same manner as any 
other legal document. According to the law, an email containing an expression of intent or 
other statement and does NOT have an electronic signature, Does have legal force and 
effect. The NW Musikon can therefore not accept any responsibility for third part emails 
sent from users; Users will be held accountable for their actions. 

9.2. Intercepting 
The intercepting of emails is in breach of the ECT act and is punishable by law. This 
includes using the username other than your own to access information that was not 
intended for, or authorised for access by you. 

9.3. Hoaxes and Phishing 
Hoaxes, Spam and Phishing are some of the systems used to damage network systems 
or access confidential information unlawfully. The NW Musikon cannot be held 
responsible for any losses as a result of phishing or online hoaxes.  

9.3.1. Hoaxes 
A good example of a hoax is the jdbgmgr hoax. The user would receive an email which 
tries to encourage you to delete a legitimate Windows file called Jdbgmgr.exe from your 
computer. Jdbgmgr.exe is the file to which the hoax refers, and it is the Microsoft 
Debugger Registrar for Java, and is installed when you install Windows. You are not 
allowed to delete files from your system. Viruses are written in such a way that the 
damage will be done automatically; you will not have to help it along. 

9.3.2. Spoofing or Phishing 
Spoofing or Phishing are the terms used when hackers imitate email and websites of 
legitimate companies to entice people to share confidential info like passwords or credit 
card numbers. Please be very careful when responding to websites or emails requesting 
personal information; a phone call to confirm the process with the organization could 
prevent a loss of information or money. 

 

10.  Virus Management & Internet Security: 

 
As a user of the North West Musikon’s ICT facilities, please ensure that any personal data or media opened 
are clean from viruses by using the Anti-Virus scanning software available on all computers. 

An employee may be held liable for any loss of data and\or damage due to negligence with respect to the 
above. 
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11.   Printing of Documentation: 

 
Please ensure that only necessary printing is done, as printing costs are very high. If the document can be 
distributed electronically instead of a hard copy, please make use of the electronic option. Permission to 
print personal documents must be obtained from management. 

 

12.   Physical Computer Security: 

 
To ensure the safety of North West Musikon’s computer assets, no computer equipment may be moved or 
removed. Only members with permission are allowed to move computer equipment. 

 

13.   Data Preservation Measures: 

 
All data on the fileserver is backed up at the end of each workday. To facilitate optimal security, it is advised 
for an offsite backup to be maintained. 

 

14.   Social Engineering & Data Sharing: 

 
The victims of social engineering are tricked into releasing information that they do not realize will be used to 
attack a computer network. They could get a phone call from a supposed technician asking to test the 
system and asking for usernames and passwords, or it could be people doing “dumpster-digging” to find 
information in the thrash, or people phoning to ask for a meeting trying to establish when someone is out of 
the office 

The North West Musikon will not be held liable for any damage sustained as a result of Social Engineering. 

All information kept by the North West Musikon should be treated as confidential, which means that users 
are not allowed to distribute any information without prior consent. Failure to adhere to the procedure may 
result in disciplinary actions. 

Any loss sustained by the NW Musikon as a result of the breaching of the confidence of information law, 
may be held against such individual whom has been found guilty. 

 

15.   Intellectual Property: 

 
Intellectual property refers to the “intellectual” or “artistic” creations of the human mind. This may include 
inventions, books and other literary works, artistic works, and various iterations of content developed for 
business. These works remain the intellectual property of the North West Musikon. 
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16.     Breaching of the ICT Policy: 

 
Incidents in breach of this ICT policy should be reported to the management of the North West Musikon and, 
if deemed necessary, will then be taken to the SGB where further disciplinary actions may be imposed. 
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